NudopmannonHas namMaTKa 1 00y4aromuxcsi 0 0€30MaCHOM MOBeIeHNH B CeTH MHTEPHET

C KaXJbpIM roJIOM MOJIOAEKH B UHTEPHETE CTAHOBUTHCS OOJIbILE, A IIKOJBbHUKH OJJHU U3 CaMbIX
aKTUBHBIX IHOJIb30BaTesied PyHera. Mexnay TeMmM, MOMHMO OTPOMHOIO KOJIMYECTBA BO3MOKHOCTEH,
MHTEPHET HeCceT U NMpobiieMbl. DTa NaMsTKa JOJDKHA IOMOUYb TeOe 0€3011acCHO HaXOAUThCS B CETH.

Komnvromepnvie eupycot

KomnpioTepHblif BUpPYC — 3TO Pa3HOBUAHOCTh KOMIBIOTEPHBIX IMPOTPAMM, OTIMYUTEIBHOM
0COOEHHOCTBIO KOTOPOH SBJISIETCSI CIOCOOHOCTH K Pa3MHOKEHUIO. B I0MOTHEHNE K 3TOMY, BUPYCHI MOTYT
MOBPEIUTh WM MOJHOCTHIO YHUYTOXHUTH BCe (Pailyibl M JaHHbBIE, TOJKOHTPOJIBHBIE MOJIB30BATENI0, OT
MMEHH KOTOpPOTOo OblIa 3amyIieHa 3apaxEHHas IporpaMmma, a Takke MOBPEIUTh WU JaKe YHUITOXKUTh
OTIEpaIMOHHYIO CHCTEMY cO BceMH (aiimamu B 1enoM. B OoJbIIMHCTBE CilydaeB pacnpoOCTpPaHSIOTCS
BHUPYChI UEPE3 UHTEPHET.

MeTo/1b1 3a1IUTHI OT BPEJOHOCHBIX MPOTrpamMM:

1. Hcnonb3yii COBpEeMEHHBIE OTEPAIIMOHHBIE CUCTEMBI, UMEIOIINE CEPhE3HBIN YPOBEHD 3alUThHI
OT BPEJOHOCHBIX IIPOTPaMM;

2. TloctosnHo ycraHaBnuBaiW mauyTH (IUGpPOBbIE 3alIaTKH, KOTOpPbIE AaBTOMATHYECKH
YCTAHABJIMBAIOTCS C LENbI0 JOpPaOTKM MPOrpaMMbl) W JApyrue OOHOBIIGHHS CBOEH
orepanuoHHoi cuctembl. CkaunBail UX TOJBKO C oHIMAIBHOrO caifta pa3zpabotunka OC.
Ecnu cymecTByer pekuM aBTOMAaTHYECKOT0 OOHOBJIEHUS, BKIIIOUYH €T0;

3. Pabotail Ha cBoeM KOMIIBIOTEpE MO IIpaBaMH MOJIL30BATENs, @ HE aIMUHHUCTpaTOpa. JTO HE
MO3BOJIUT  OOJIBIIMHCTBY  BPEIOHOCHBIX IPOrpaMM  MHCTAUIUPOBAThCS HA  TBOEM
MIEPCOHAIBHOM KOMIIBIOTEPE;

4. Vcnonb3yl aHTUBHPYCHbIE NPOrpPaMMHBIE IPOAYKThl W3BECTHBIX IPOU3BOAUTENEH, C

ABTOMATUYECKUM OOHOBJIEHHEM 0a3;

Orpanndb pU3NYECKUI 10CTYN K KOMIBIOTEPY /JIs1 HOCTOPOHHUX JIMII;

6. Vcnonp3yil BHemHue HocuTenu WHPOpMalMu, Takue Kak (remka, quck wid ¢ain u3
MHTEPHETA, TOJIBKO U3 NMPO(PEPEHHBIX UICTOYHUKOB;

7. He oTkpbIBail KOMIbIOTEpHBIE (ailiibl, MOTYyYEHHbIE U3 HEHAJEKHBIX UCTOYHHUKOB. Jlaxe Te
(aiinbl, KOTOpbIE pHCIIAI TBOM 3HAKOMBIH. JIydllle yTOUHU Y HEro, OTIIPaBJISLI JIU OH TeOe HX.

o

Cemu WI-FI

Wi-Fi - 370 He Bu nepeauu TaHHBIX, HE TEXHOJIOTHS, a BCEro JIUIIhL Open, Mapka. Emie B 1991
roJy HUJIepIaHCKasi KoMIaHus 3apeructpuponana opens « WECA», uro 0603Ha4yano cioBOCOYETaHHE
«Wireless Fidelity», koTopblif mepeBOIUTCS KaK «OeCIpOBOIHAS TOYHOCTH.

Jlo Hamiero BpeMeHu jo1nuia apyras abOpeBuaTtypa, KOTopas SBJISETCS TAKOM e TEXHOJIOTHEH.
Oto ab6peBuarypa «Wi-Fi». Takoe Ha3BaHHe ObUIO JaHO C HAMEKOM Ha CTaHJAPT BBICIIMIA 3BYKOBOU
texHuku Hi-Fi, yTo B mepeBo/ie 03HaYaeT «BbICOKASI TOUHOCTb.

Ja, OecraTHBIA WHTEPHET-AOCTYN B Kade, OTEIsIX W adpomnopTax SBISETCS OTIMYHON
BO3MOXXHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE dKCIEpTHl CYUTAIOT, UTO 0bmenoctymnueie Wi-Fi cetn
HE SIBJITFOTCSI O€30TTaCHBIMH.

CogeTblI 10 0e30macHOCTH paboTe B 001Ie10CTyMHBIX ceTsax Wi-fi:

1. He mepenasaii cBoro nuuHyro HH(popManuio depe3 odmenoctynusie Wi-Fi cern. Paboras B
HUX, J)KEJIaTeJIbHO He BBOJIUTH MAPOJIN JOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa;

2. Vcnonp3yii u OOHOBISAH AaHTUBUPYCHbIE NporpamMmbl M OpaHamayep. Tem cambIM Thl
obe3omacuirb ce0s OT 3aKaUKu BUPYyca Ha TBOE YCTPONCTBO;
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3. Ilpu ucnons3oBanuu Wi-Fi otkimoun dynknuo «O0muii 1ocTyn K Qaitiam u mpuHTEpam».
Jannast GyHKIUS 3aKPBITA [T0 YMOTYAHUIO, OJJTHAKO HEKOTOPHIE MOIH30BATENIN AKTHBUPYIOT €€
TSl y10OCTBA MCTIOJIb30BaHUs B paboTe UiIH yueoe;

4. He ucnons3yii myomnunsiii WI-FI 11 nepenaun TUYHBIX JaHHBIX, HAPUMeEp JUIA BBIXOZA B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO TOUTY;

5. Hmnons3yii Tonpko 3ammuiieHHoe coeauaenne yepe3 HTTPS, a ue HTTP, T.e. npu Habope BeO-
azpeca BBOIM UMEHHO «https://»;

6. B mobunsHOM Tenedone otkmoun dpynkmuto «[loakmouenue k Wi-Fi aBTomarnyecku». He
JIOITyCKail aBTOMAaTUYECKOT0 MOAKIIYeHUs ycTpoiicTBa k cetam Wi-Fi 6e3 TBoero cornacusi.

Coyuanvuvie cemu

ConuanbHble CETH aKTMBHO BXOJST B Hally XH3Hb, MHOTHME JIIOAM PabOTalOT M KHUBYT TaMm
IIOCTOSIHHO, a B Facebook yxe 3aperucTpupoBaH MUJLTHAP/ YEJIOBEK, UTO SABJISETCS OJHOM cebMOM BCex
XKUTeJel IulaHeTbl. MHOrue mosib30BaTeNd HE MOHUMAIOT, YTO MH(OpMaIus, pa3MelleHHas MU B
COITMAIIBHBIX CETSX, MOXKET OBITh HaliJIeHa W UCIIOJIb30BaHA K€M YrOAHO, B TOM YHCJIE HE 0053aTeIbHO C
OJ1aruMy HaMepEeHUSIMH.

OcHOBHBIE COBETHI 110 O€30MACHOCTH B COIIHANIBHBIX CETSIX:

1. OrpaHuyb CHHUCOK Jpy3ei. Y TeOsl B APY3bAX HE JOJDKHO OBITh CIyYaWHBIX U HE3HAKOMBIX
JIFOJIEH;

2. 3ammmai CBOIO YacTHYIO XU3Hb. He yka3wiBail mapoiu, TeiaedoHBI, aapeca, aTy TBOETO
POXKICHUS U IPYTYIO JUYHYIO UH(pOpManuio. 3I0YMBIIIJICHHUKHA MOTYT MCIIOJb30BaTh JIaxke
UH(OPMAITHIO O TOM, KaK ThI U TBOH POJUTEIIN TUIAHUPYETE MPOBECTH KAHUKYJIBI,

3. 3amminai CBOIO pemyTaluio - IEpPKU €€ B YUCTOTE U 3a/aBail cebe BOMpPOC: XOTen Obl Thl,
yTOOBI JIPYTUE MOJB30BATENIN BUJIETH, UTO ThI 3arpyxaems? [logymaii, npexae yeM 4To-To
OIMyOJIMKOBATh, HAMKICATh U 3aTPY3UTh;

4. Ecnu THI TOBOPHIIH C JIIOJIBMH, KOTOPHIX HE 3HACIIb, HE UCIOJIb3YH CBOE pealbHOE UMS H
JIPYTYIO JTHYHYIO HH(POPMAIIH: UMsI, MECTO KUTEIbCTBA, MECTO y4eObI U MpoUee;

5. HzbGerait pasmemenust ¢ororpaduii B MHTepHeTE, T THI M300pa)K€H HAa MECTHOCTH, IO
KOTOPOW MOKHO OIPENEIUTh TBOE MECTOMOI0KEHHE;

6. Ilpu perucrpanuu B COUMATHHOW CETH HEOOXOIUMO WCIOJIH30BaTh CIIOKHBIC MAPOJIH,
cocrosmue u3 OykB ¥ IUQp U C KOTUIECTBOM 3HAKOB HE MEHee §;

7. Jlnsa conuanbHOM CETH, TIOUYTHI M IPYTUX CAUTOB HEOOXOAMMO HCIIOIB30BaTh Pa3HbIC MApOIIH.
Torma ecnu Te0s1 B3IOMAIOT, TO 3JI0YMBIIIJIEHHUKY TOTy4YaT TOCTYI TOJIBKO K OJJHOMY MECTY,
a He BO Bce cpasy.

OnexmponHvie OeHvbeu

ONEeKTPOHHbIE JI€HI'M — 3TO OYeHb YAOOHBIH CHoco0 IaTeXel, OJIHAKO CYLIECTBYIOT
MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIH.

SHCKTpOHHLIC JACHbI'M IIOABHUJIIMCH COBCEM HCIAaBHO WM HMMCHHO H3-3a OTOrO BO MHOI'MX
rocyaapcCrBax 10 CUX IIOp HE HNPOIMHMCAHO IIPO HUX B 3aKOHAX.

B Poccun ke oHu (QyHKIMOHMPYIOT M O HUX YX€ MPONUCAHO B 3aKOHE, Iie UX pa3fielisioT Ha
HECKOJIBKO BHJIOB — AHOHUMHBIE U HE aHOHUMHBIE. Pa3HuIa B TOM, UTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspemiaercsi MPOBOAUTH oONepanuu 0e3 HIeHTHU(PHUKALUU I[0JIb30BaTeNsl, a B HEAHOHUMHBIX
UACHTU(DUKAIIMY TTOJIH30BATEINS SABISAETCSA 0053aTENbHOM.

Taxxe ciieyeT pa3andarh dJIEKTPOHHBIE (PUATHBIE JEHBIU (PaBHBI TOCYIaPCTBEHHBIM BaIOTaM )
1 DJICKTPOHHBIC He(hUaTHBIE ACHBIH (HE PaBHBI TOCY/IapPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 110 6€30MaCHOI paboTe C IIEKTPOHHBIMU J€HbIaMU:
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1.

4.

[IpuBsoku K cyeTy MOOWIBHBIA TeneoH. DTO caMblii yAOOHBIM M OBICTPBIN CIOCOO
BOCCTAaHOBUTH JIOCTYyN K cueTy. [IpuBsi3aHHBIN TeneOH MOMOXET, eciu 3a0ynerb CBOU
TJIATEKHBINA MapOJIb UK 3aileIIb HAa CAUT C HE3HAKOMOT'O YCTPOMCTBA;

Hcnons3yit ogqHopaszoBsie napoiu. [locne nepexona Ha yCHICHHYIO aBTOPHU3AIMIO TeOE yKe
He Oy/IeT yrpoxaTh ONMAaCHOCTh KPaXkKH UJIU MepexBaTa IIaTeKHOTO MMapoJis;

Bribepu cnoxubiii maposib. [Ipectynmuukam OyaeT He MPOCTO Yraaarh CIOXHBINA Hapoilb.
Hanexxubie mapoyin — 3TO Mapoiii, KOTOpbIE COAepkKAT He MEHee 8 3HAKOB U BKIIIOYAIOT B ce0s
CTpOYHBIC M MPOMHUCHBIE OYKBBI, HU(PPHI 1 HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK J0JUIapa,
¢dbyHTa, BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

He BBOAM cBOM JIMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE J0BEPSEILb.

3JZeKmp0HHCL‘Z nouma

ONEKTpOHHAs NOYTa — 3TO TEXHOJOTUS U NPEAOCTaBISIEMBIE €10 YCIYyTrd IO IEPECHUIKE U
MOJIyYEHUIO 3JIEKTPOHHBIX COOOLICHUH, KOTOPbIE PAaCHpPEAESIOTCS B KOMIbIOTEpHOH ceTH. OOBIYHO
AJIEKTPOHHBIN IMOYTOBBIM SIIMK BBINIIUT CICAYIOMIMM O00pa3oM: UMs_IOJb30BATES(@UMS_JIOMEHA.
Taxoke Kpome nepegadn IpoCTOro TeKCTa, UMEETCsl BO3MOXKHOCTD IepeaBaTh (aiibl.

OcHoBHBIE COBETHI 110 6€30MacHOI paboTe C IMEKTPOHHON MOUTOM:

1.

Hano BbIOpaTh mHpaBWIIbHBIN MOYTOBBIA cepBUC. B MHTEepHETE €cTh OrpOMHBIN BBIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4IIe T0BEPATh TEM, KOTO 3HACIIb U KTO MEpPBbIi
B PEUTHUHTE;

He ykaspiBaii B nMyHOM mouTe aMuyHYyl0 HHpopmauuto. Hampumep, mnydmie BbIOpaTh
«My3BIKaIIbHBIN _(paHaT@» mim «pok2013» Bmecto «remal3»;

Hcnonp3yil ABYXATAIHYIO aBTOPHU3ALUI0. JTO KOrJa IOMHUMO Iapoisl HYy’KHO BBOJIUTH KO,
npucbuIaeMblil mo SMS;

Bei0epu crnoxHbIi naposib. [ KakA0ro MoYTOBOTO SIIMKA J0JKEH ObITh CBOW HAJIE)KHBIH,
YCTOWYHMBBIN K B3JIOMY I1apOJIb;

Ecnu ecTb BO3MOXKHOCTH HamucaTb CaMOMY CBOH JIMYHBIM BOIIPOC, HCIOJNB3YH OTY
BO3MOKHOCTb;

Hcronb3yil HECKOJIBKO MTOYTOBBIX SIUKOB. IIepBhIii U1 4aCTHOW NEPENUCKU C agpecaTaMy,
KOTOPBIM ThI JOBEpsiellb. DTO NEKTPOHHBIN aJpec HEe HaJ0 UCIIOIb30BaTh IPU PETUCTPALIUN
Ha (opymax u cailTax;

He otkpeiBail Qaiinel u Apyrue BIOXKEHHS B MHUCbMax JaXe €CIM OHU MPUIUIA OT TBOMX
npys3eil. Jlydine yTouHH y HUX, OTHPABIIsUIM JIM OHU TeOe 3T (aitibl;

[Tocne oxoHuaHusi pabOTHl Ha NMOYTOBOM CEPBUCE IEpEN 3aKPBHITUEM BKJIAJKH C CAUTOM He
3a0y/1b HaxaTh Ha «BBIATIY.

Kubepbynnune unu eupmyanvnoe uzoeeamenbcmeo

KubepOymiuHr — mpeciieJoBaHUE COOOLIEHUSMH, COJEPKALIUMH OCKOpPOJICHHUS, arpeccuio,
3allyrUBaHKe; XyJUTaHCTBO; COLMAIbHOE OOMKOTHPOBAHKE C TOMOIIBIO PA3JIMUHBIX HHTEPHET-CEPBHUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHTOM:

1.

He Opocatics B 60ii. Jlyummmii crioco0: TOCOBETOBATHCS Kak ce0sl BECTH U, €CIIM HET TOTro, K
KOMYy MOXXHO OOpaTUThCsA, TO BHadale YCIOKOUThCs. Eciu Thl HayHeNmb OTBEYaTh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHMSI, TO TOJIBKO el 0O0JIbIIe pa30XKellb KOH(IIUKT;
VYmpasinsii cBoeil kubeppermyTaruei;

AHOHUMHOCTB B ceTd MHUMas. CyIIECTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOMT 32 aHOHUMHBIM
AKKayHTOM;

He crout Bectn Xynmuranckuii o0pas BUPTYyadbHOU ku3HU. IHTepHET (PUKCHpPYET BCE TBOU
JIeMCTBUS M COXPAHACT UX. Y JaUTh UX OyAeT KpaifHe 3aTpyIHUTEIbHO;

Colmroait cBOI BUPTYaIbHYIO YECTh CMOJIONY;
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6. UrHopupydi emuHMYHBIA HeraTuB. OIHOPA30BBIE OCKOPOUTEIBHBIC COOOIICHHS JTy4IIe
UrHOpUpOoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yallbHOW CTa/lnuy;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOIICHHUSIMH, B COITUATBHBIX CETSIX
€CTb BO3MOYKHOCTh OJIOKHPOBKH OTIIPABKH COOOILEHHH C ONPEeIIEHHBIX aAPECOB;

8. Ecmu THI cBuneTens kubepOyiumHra. TBOM JAEUCTBUS: BBICTYIHUTH MPOTHB MPECIIeI0BaTEII,
II0Ka3aThb €MY, 4TO €0 JEHUCTBHs OLICHUBAIOTCS HETaTUBHO, NMOAJAEPXKATh KEPTBY, KOTOPOH
HY)XHA TICHXOJIOTHYECKasi IIOMOIIb, COOOIIUT B3POCIIBIM O (PaKTe arpeCCHBHOTO IMOBE/ICHUS B
CeTH.

Mobunvusiii meneghon

CoBpeMeHHbIe cMapT(HOHBI U TUIAHIIETH COAEP)KaT B ceOe BIOJHE B3pOCIHbIM (yHKIHMOHAN, U
Telepb OHU MOT'YT KOHKYPUPOBAaTh CO CTAallMOHAPHBIMU KOMIIbIOTEpaMu. OHAKO, CPEACTB 3aIUTHI IS
MOJJOOHBIX YCTPOMCTB MOKa OYEHb MaJIo. TecTUpoBaHHE U MTOUCK YA3BUMOCTEH B HUX MIPOUCXOTUT HE TaK
MHTEeHCUBHO, Kak 11 11K, To e camoe kacaeTcs 1 MOOMIIBHBIX MTPUIIOKEHUH.

CoBpemeHHbIE MOOUITEHBIE Opay3ephl yKe MPAaKTUYECKU JOTHAIM HACTOJIbHBIE aHAIOTH, OJTHAKO
pacmmpenue (yHKIIMOHAJIA BIICYET 32 CO00I OOBIIYIO CIOKHOCTh U MEHBIIYIO 3alTUIIEHHOCTD.

,Z[aJIGKO HEC BCC IPOU3ZBOIUTCIN BBIITYCKAKOT 06HOBJICHI/I$I, 3aKpPBIBAOIINEC KPUTUUYCCKUC
YA3BUMOCTU IJIA1 CBOUX YCTpOﬁCTB.

OcHoBHBIE COBETHI JIs1 0€3011acCHOCTH MOOUIIBHOTO TenedoHa:

1. Huuero He sBNSETCA IMO-HACTOSIIEMY OeciuiaTHBIM. Byab ocToposkeH, Benp Korja Tede
npeiaraT OecIiaTHbIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO TUIaTHBIE YCIIYTH;

2. ywmaii, npexxae yem otnpaBuTh SMS, ¢oTo mmm Bugeo. Tel TOUHO 3Haeb, T1e OHU OyIyT B

KOHEYHOM HTOre?

Heo6xoanMo 0OHOBIIATE ONEPAITMOHHYIO CHCTEMY TBOETO CMapT(hOHA;

Hcnonb3yit aHTUBUPYCHBIE ITPOrpaMMBbI JIIsI MOOUJIBHBIX TeNE(OHOB;

5. He 3arpyxail npuioXKeHHS OT HEHM3BECTHOTO HWCTOYHHKA, BEIb OHH MOTYT COJIEPXKATh
BPEIOHOCHOE MTPOrpaMMHOE 00ecIIeueHue;

6. Ilocie TOro Kak THI BEIIICIIH C CaifTa, T/Ie BBOIMII JTUYHYIO HHPOPMAIINIO, 3ali11 B HACTPOUKH

Opaysepa u ynanu cookies;

[Tepnomudecky mpoBepsiii KaKue IJIaTHBIE YCIYTH aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. MaBaii cBOW HOMEp MOOMJIBHOIO TeneoHa TOJIBKO JIOASM, KOTOPBIX Thl 3HAClIb U KOMY
JIOBEPSICIITh;

9. Bluetooth gomkeH OBITH BBIKIIOYEH, KOTJIa Thl UM He Moyb3yelibcs. He 3a0biBail nHOTIA
IIPOBEPSATH 3TO.

Hw

~

Online ueput

CoBpeMeHHbIE OHJIAWH-UTPBI — ATO KPACOUYHbIE, 3aXBATHIBAIOIINE Pa3BIeUEHUs, 0ObETUHSIONIIE
COTHH ThICSY YEJIOBEK MO BceMy Mupy. Urpoku uccieayroT JaHHBIH UM MHp, OOLIAIOTCS APYT C IPYTOM,
BBITIOJHSIOT 33/IaHUS, CPAXAIOTCSI C MOHCTPAMHU U TMOJY4aroT OMbBIT. 3a yJOBOJBCTBUE OHHU ILIATAT:
MOKYNAIOT JTUCK, OIUIAYMBAIOT aOOHEMEHT UJIH MPHOOPETAIOT KaKUEe-TO OILIUH.

Bce >t CpeACTBa UAYT Ha IMOAACPIKAHUC U PA3SBUTHC UI'PBI, @ TAKIKC HA CaMy 0e30IMacHOCTb:
COBCPUICHCTBYIOTCA CHUCTEMBI aBTOpHU3allMK, BBIIMTYCKAKOTCA HOBBIC ITAaT4YU (I_[I/I(i)pOBI)Ie 3aIlJIaTKHu I

IIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B momoOHBIX UTpax CTOMT omacaTthbcsl HE CTOJIBKO CBOMX COMEPHUKOB, CKOJIBKO KPaXH TBOETO
napoJisi, Ha KOTOPOM OCHOBaHA CUCTeMa aBTOPU3AIMK OOJIbLIIMHCTBA UTD.

OCHOBHBIC COBETHI 110 O€30ITACHOCTH TBOCTO HUIpoOBOI'0 aKKayHTa:
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1. Ecnu apyroit urpok BeaeT ceOsl MI0X0 WM CO3JaeT Te0e HEMPUATHOCTH, 3a0JJOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Tloxamyiicss aIMHUHUCTpPAaTOpaM HWIPbl Ha IJIOXOE TMOBEJEHHE 3TOr0 UIPOKa, >KeIaTeIbHO

IPUIOKUTH KaKHE-TO JI0Ka3aTeIbCTBA B BUJI€ CKPUHOB;

He yka3piBaii muunyro uHOOpMAIKIO B podaiisie urpsl;

VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

He ycranasnuBail HeodumanbHbIe MaTYU U MOJIbL;

Hcrnonb3yil CII0KHBIE U Pa3HbIE NIAPOJIN;

Jlaxxe BO BpeMsi UTPbI HE CTOUT OTKJIIOYaTh aHTUBUPYC. [loka Thl Urpaenib, TBOW KOMIIbIOTEP

MOTYT 3apa3UTh.

NoOkow

Duwune unu Kpaosica TU4YHblx OAHHBIX

OOBIYHON Kpakel JICHeT W JIOKYMEHTOB CETOJHS y)K€ HHKOTO0 He YyAUBHIIIL, HO C pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JOYMBIIUICHHUKH IEPEMECTHIINCh B MHTEPHET, W IPOJODKAIOT 3aHMMAThCS
WIFOOUMBIMY» JIEJIOM.

Tak mosiBUIach HOBAst yrpo3a: HHTEPHET-MOIIEHHHYECTBA WIH (DUIIMHT, TIIaBHAs [ENTb KOTOPOTO
COCTOMT B MOJYYCHHH KOH(HICHIMAIBHBIX aHHBIX MOJb30BaTeleldl — JIOTMHOB W mapoieil. Ha
aHrMiickoM si3bike phishing unTtaercs kak ¢pumuHr (ot fishing — peiOHast oBIIs, PASSWOrd — maposib).

OcHOBHBIE COBETHI IO 60pHOE ¢ HUITMHTOM:

1. Cnenu 3a cBOoMM akkayHTOM. Eciu Thl 0Jj03peBaellib, YTO TBOSI aHKeTa Obljaa B3JIOMaHa, TO

HE00X0IMMO 3a0JIOKUPOBATH €€ U COOOLIUTH aIMUHUCTPATOpaM pecypca 00 3TOM Kak MO>KHO

cKopee;

Hcnonp3yit 6e30macHble BeO-CaliThl, B TOM YUCIIE, UHTEPHET-Mara3uHOB U IOUCKOBBIX CUCTEM;

3. Hcnonb3yil cnoxxHble M paszHble mapoiau. Takum obOpa3zom, eciau TeOs B3JIOMAlOT, TO
3JI0YMBIIIJIEHHUKY MTOJIY4aT JOCTYI TOJIBKO K OJTHOMY TBOEMY ITPO(DUIIIO B CETH, & HE KO BCEM;

4. Ecnu Tebs B31OMalu, TO HEOOXOIUMMO MpPEIyNpeanTh BCEX CBOMX 3HAKOMBIX, KOTOpBIE

J00aBIJIEHBI y TEOS B IPY3bSIX, O TOM, UTO T€O0s B3JIOMAJIA U, BO3MOKHO, OT TBOETO UMEHH OYyIeT

pacchlIaThes CIaM M CChUIKU Ha (PUITMHTOBBIE CAMThI;

VYcranosu HanexHbil mapoins (PIN) Ha MOOMIIBHBIHN TenedoH;

OTKIII0YM COXpaHEeHue Maposs B Opaysepe;

7. He otkpbiBail ¢ailibl U Jpyrue BIOKEHUS B MHCbMax AK€ €CIM OHU IPUIUIM OT TBOMX
npys3eil. Jlydiie yTouHH y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (paitibl.

N

SRl

Lugposas penymayusa

[udposass penmyranust - 3TO HEraTWBHas WIM TO3UWTHBHas HMHpopMamus B cetu o Tele.
Kommpomerupytomias nHpopmalus pasMenieHHas B UHTEPHETE MOXKET CEphe3HbIM 00pa30oM OTPa3UThCA
Ha TBoel peanbHOl *ku3HU. «{udpoBas penyranus» - 3TO TBOH MMHUIK, KOTOPBI (GopMUpYeETCS U3
nH(popmanuu o Tede B UHTEPHETE.

TBoe MecTO XKHMTENIbCTBa, yuyeObl, TBO€ (PMHAHCOBOE IOJOXKEHHE, OCOOCHHOCTH XapakTepa U
pacckasbl 0 OJIM3KHUX — BCE ATO HAKAIJIMBAETCS B CETH.

MHorue MoAPOCTKH JIETKOMBICICHHO OTHOCSTCS K IyOJMKAlMM JHYHOW HWHGpOpMaluu B
WuTepHere, HE MOHMMAas BO3MOXKHBIX MociencTBUi. Thl Jaxke HE CMOMKEUIb J0TrajJaThCs O TOM, UTO
¢dororpadus, pazmerieHHas 5 JeT Ha3a[, cTajla IPUYUHON OTKa3a MPUHATH Te0s Ha padoTy.

KommenTapuu, pa3menienue TBoux (otorpaduil 1 aApyrue AeHCTBHS MOTYT HE UCUYE3HYTh Jlaxe
1ocje TOro, Kak Thl MX yJanuilb. Thl HE 3Haellb, KTO COXpaHWI 3Ty MH(OpMAaIHIO, MoNajga JU OHa B
MIOUCKOBBIE CUCTEMbI M COXpPaHMJIACh JIM OHA, a TJIaBHOE: YTO MOAYMAIOT O TeOe OKpy»Karollee JIIOIH,
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KOTOpPBIC HAUAYT M YBUAAT 3T0. Haiitit nHOpMAaIIHIO MHOTO JIET CITyCTS CMOXET JII000H — KaK U3 T0OphIX
noOyKAeHUH, TaK U C HAMEPEHHEM IPUYUHUTH BPeA. ITO MOXKET OBITh KTO YTOHO.

OCHOBHBIE COBETHI IO 3aLIUTE UPPOBON permyTaIiu:

1. Tlomymai, nmpex/ie 4eM 4To-TO MyOJIMKOBATh U IiepeaaBaTh y ceOs B 0JIOTe WM B COIMATLHOM
CeTH;

2. B mHactpoiikax mpoduias yCTaHOBH OTrpaHUYCHHS Ha HPOCMOTP TBOEro Mpoduis HU ero
COJIEPIKUMOTO, CIENIai €r0 TOJIBKO «IUISl IPY3ei»;

3. He pa3mermiaii u He yka3piBail MH(pOpMAIIHMIO, KOTOpask MOXET KOro-ITM00 OCKOPOJIATH HIIU
OOMKATh.

Aemopckoe npago

CoBpeMeHHBIE NTKOJIbHUKH— aKTUBHBIC ITOIH30BaTeNH U(poBOro mpocTpancTBa. OqHAKO TaNEKO
HE BCE 3HAIOT, YTO MOJIB30BAHUE MHOTUMHU BO3MOKHOCTAMHU IIU(PPOBOTO MUpa TpeOyeT COONI0AeHNS TIPaB
Ha UHTEJUIEKTYalbHYI0 COOCTBEHHOCTb.

TepMI/IH CMHTCJUICKTYaJIbHasd COOCTBEHHOCTE» OTHOCHUTCSI K pas3iiMdyHbIM  TBOPCHUAM
YCJIOBCYCCKOI'0 yMa, HauuHasi C HOBBIX H306p€T€HHfI K1 3HAKOB, 0603Ha‘laIOH_[I/IX COOCTBEHHOCTb Ha
MNPOAYKTBI W YCIYrM , W 3aKaH4YuBasd KHUI'aMH, (I)OTOFpa(i)I/IﬂMI/I, KI/IHO(l)I/IJIBMaMI/I U MY3bIKaJIbHBIMU
IMPOU3BCACHUSIMMU.

ABTOpCKHE IIpaBa — 3TO MpaBa Ha MHTEJIEKTYalbHYI0 COOCTBEHHOCTh Ha IPOU3BEACHUS HAYKH,
JUTEpaTypbl W UCKycCTBa. ABTOpCKHE IIpaBa BBICTYNAIOT B KadyeCTBE TIapaHTUU TOrO, YTO
MHTEJUIEKTYaJIbHBIN/TBOPUECKUI TpyA aBTOopa He OylIeT HampacHbIM, JacT €My CIpaBelIMBbIE
BO3MOXXHOCTH 3apaboTaTh Ha pe3ysibTaTaXx CBOErO TPY/a, OJYYUTh M3BECTHOCTh U Ipu3HaHue. Hukro
0e3 paspelieHusi aBTopa HE MOXET BOCIPOU3BOAMTH €ro MPOU3BEACHUE, PACIIPOCTPAHSATh, MYOJINYHO
J€MOHCTPUPOBaTh, IMpoJaBaTb, HMIIOPTUPOBATh, IMYCKaThb B TPOKaT, IYOJUYHO HCHOIHSITH,
MOKa3bIBaTh/UCIIONHATE B 3(upe win pa3meniars B lHTepHere.

Hcnonb30BaHuE «[TUPATCKOT0» IPOrPaMMHOT0 00€CTIEYeHNsI MOKET IPUBECTH K MHOTHUM PUCKaM:
OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO YCTPOMCTBa, /i€ YCTAHOBJIEHHBIH HE
jeranbHas mporpamma. He cTouT Takke 3a0bIBaTh, YTO CYILECTBYET JIerajibHble M OecIUIaTHbIE
IIPOrpaMMBbl, KOTOPbIE MOYKHO HalTH B CETH.

O nopmane
CeteBUYOK.p() — TBOI IJIaBHBIN COBETUMK B CETH. 3/1€Ch Thl MOXKEIIb y3HATh O OE30MAaCHOCTH B

CEeTU TMOHATHBIM U JIOCTYIHBIM S3BIKOM, a IIPH BO3HUKHOBEHUU KPUTHUYECKOW CUTyallUu OOpaTHThCA 3a
COBETOM. A TakKe MPUHATH y4acTHe B KOHKYpCaX U CTaTh CaMbIM LHU(POBBIM I'paxaaHUHOM!
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